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Agile team spread across the 
globe

Average of two new pieces of 
research a week

Experts in hunting and collection 
of unknown threats

Experts in complete reverse 
engineering of malware using 

code analysis



THREAT INTELLIGENCE



Collection, processing, and storing of 
adversary and organizational data

Provide context to threat indicator data 
to produce assessments relevant to the 

organization



Understand the adversary
Understand our own 

environment
Better assess and 

mitigate risk
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YOU ARE A TARGET
ANYONE CAN POTENTIALLY BE A TARGET DEPENDING ON MOTIVATION AND MISSION



WHO IS THE ADVERSARY?
WHAT ARE THEIR MOTIVATIONS?



TRENDS
HOW IS THIS THREAT DEVELOPING?



SOCIAL ENGINEERING IS KING
HUMANS CURIOSITY IS THE MOST AVAILABLE VULNERABILITY



WHAT KEEPS ME AWAKE AT NIGHT?
(OR IN A JOB!)



THE NATION STATE ADVERSARY
ASSYMETRIC WARFARE



• DPRK

• Lazarus Group

• Bluenoroff

• Andariel

• Sony Pictures 

Entertainment

• Wan(n)acry(ptor)

• SWIFT attacks

• Targeted financial / 

disruption / espionage 

attacks



THE FINANCIALLY-MOTIVATED ACTOR
HOW CAN THEY MAKE A BUCK FROM YOU?



CRYPTOCURRENCY MINING
RISK/REWARD & ROI



RANSOMWARE
IT’S WHAT I’D DO

• UCSF Hospital attacked by Netwalker

• At least third University target

• Included countdown to doubling ransom

• Demanded $3M, UCSF offered $780K, 

• Actors threatened to publish stolen data

• Settled at $1.14M. Time elapsed: ~ 1 day.



• IBM X-Force on Iran:

• …”they observed the hackers working through a text document full of 

usernames and passwords for a long list of non-email accounts”…”they 

didn't see any evidence that the hackers were able to bypass two-factor 

authentication, however. When an account was secured with any second 

form of authentication, the hackers simply moved on to the next one on 

their list.”

DATA
…IS MONEY



BEC/BES
BIG BUSINESS



THE HACKTIVIST
STEPPING BEYOND GRAFFITI



THE INTERNET OF THINGS
THE INTERSECTION OF CONVENIENCE AND SECURITY



DDOS
IT’S JUST NETWORKING



COMMODITY MALWARE
ENABLING THE LEAST-SOPHISTICATED CYBERCRIMINAL



RESPONSE



RECON

WEAPONIZATION

DELIVERY INSTALLATION

EXPLOITATION
COMMAND
& CONTROL

OBJECTIVE

ATTACK LIFE CYCLE



LOOKING AT THREATS DIFFERENTLY
UNDERSTANDING THE WHOLE THREAT, NOT JUST PIECES





AN EXISTENTIAL THREAT
THE WORST COULD VERY WELL HAPPEN



SONY PICTURES ENTERTAINMENT
ALREADY FORGOT THIS LESSON?



INFORMATION SECURITY IS NOT OPTIONAL
RISK MATCHED WITH APPROPRIATE COUNTERMEASURE



HOW WOULD YOU ATTACK YOU?
HOW WOULD YOU STOP IT?



“JUST ANOTHER DAY ON THE INTERNET”
WHAT IS YOUR ROLE IN IT?



sconant@paloaltonetworks.com
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