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Today’s Agenda

* What is data analytics?
* What is the role of big data®?
* What are the implications for data privacy?

* What other issues are related to data analytics?

 How can we better implement the use of data
analytics, particularly with big data?



Presenter
Presentation Notes
Over the next hour, we’ll be discussing the following topics:
I’ll provide an overview of data analytics
How it relates to big data
The implications for data privacy
Other considerations in relation to data analytics that I think everyone should be aware of
And lastly, how can organizations better implement the use of data analytics, with consideration of big data 
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DATA ANALYTICS

Systematic examination
of data to identify
patterns and gain
insight on a specific
phenomena, especially
to inform decision-
making


Presenter
Presentation Notes
I know this is a diverse crowd. I want to start off with a general definition of data analytics before we get started. Data analytics is the systematic examination of data to identify patterns and trends to gain greater insight on a specific phenomena. Typically data is analyzed to help inform a decision based on the information learned from the data. A simple example would be asking every kid in a classroom what their favorite ice cream is, tallying up the counts, and choosing the top 3 flavors for an ice-cream party.


About me

Institutional Research, Planning, and
Analytics (IRPA) supports data-informed
decision making to help Cal Poly Pomona
fulfill its commitment to student access and
achievement. We support continuous
improvement by seeking innovative ways to
make data accessible, intelligible, and
actionable. We also help demonstrate
accountability to accreditors, external
entities, and the public.



Presenter
Presentation Notes
I have been in the field of higher education for over 15 years. My role at the institutions I have had the pleasure of working at has been to collect, analyze, and report on data pertaining to students. Most importantly, the analyses that my office produces is used to identify how our institution can better support students through their journey at college and help them fulfil their goal of graduating. As I work with staff across the institution and report out data, keeping data private and secure is paramount. I have witnessed first hand the efforts in place at out institution to ensure data security, but also play my own role in participating in a culture of data security.


About you

What industry do you currently employed in, or
seeking employment in?

* Financial * Manufacturing
Services/Insurance * Professional Services

* Defense * Technology

e Entertainment  Utilities

e Education e Other

e Government



Presenter
Presentation Notes
So now that you know a little bit more about me, I’d like to get a feeling for the industries you are currently employed in, or are looking to be employed in.


Levels of analytics

How can we
make it happen?

What will
happen? Prescriptive

Why did it

happen?

What Predictive

happened?

Value

Diagnostic

Descriptive

Difficulty

Gartner Analytic Ascendancy Model (2012)


Presenter
Presentation Notes
Gartner, a leader in technology research, identified four forms of analytics as a way for organizations to measure their level of analytic maturity based on where they found themselves in the order. The simplest form of analytics is descriptive, essentially using data to figure out what happened. Next is diagnostic analytics where we try to find out why it happened. Then predictive analytics helps to find out what will happen based on historical data. Finally there is prescriptive analytics where we use data to to try to make something happen. We’ll be exploring each of these levels of analytics in more detail, including how it relates to big data.


Descriptive Analytics
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* The development of descriptive analysis can involve
small to large amounts of data and accomplished
through unsophisticated to sophisticated means



Presenter
Presentation Notes
Starting with descriptive analytics, descriptive analytics helps to categorize and summarize data in a meaningful manner to better understand something of interest. Descriptive analytics can simply be a table with counts and percentages. The development of descriptive analysis can involve a small amount of data to large amounts of data. I can use a paper and pencil or a statistical software program to perform descriptive analytics.


Example of Descriptive Analytics
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Presenter
Presentation Notes
Here’s an example of descriptive analytics with something we’re familiar with at this moment. These are the medal counts as of last night, summarized by country and type of medal.


Using data to support student success
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Presenter
Presentation Notes
Here’s an example of the type of descriptive analytics my office produces. This is a graph of the percent of freshmen who graduate within 6 years within the California State University System. Similar to the Olympic medal example we just saw, we can disaggregate the information to see how certain groups are doing. Of particular interest for the Cal State system is how graduation rates may differ by race and ethnicity. This line represents the percentage of students graduating within 6 years that are classified as underserved ethnic minorities, specifically black, latino, and American Indian. This lines represents the percentage of students graduating within 6 years that are not underserved ethnic minorities. Through the use of descriptive analytics we gained insight into how graduation outcomes vary by specific demographic groups, as well as how these trends have changed over time. 


Levels of analytics
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Presenter
Presentation Notes
Diagnostic analytics is on the next level of analytics maturity as it helps organizations identify why a certain thing happened.


Diagnostic Analytics

* Diagnostic analytics uses data to explain trends and
relationships witnessed in descriptive analysis, aka root cause
analysis

e Statistical analysis is more complex than descriptive analysis
and is typically conducted utilizing software



Presenter
Presentation Notes
Diagnostic analytics specifically uses data to explain trends and relationships witnessed in descriptive analyses. This is akin to a root cause analysis to determine why something happened. Statistical analysis is more complex than descriptive analysis and is typically conducted using statistical software


Why don’t students graduate

* What is the relationship between high school performance
and college outcomes?

e How does enrollment from one term to the next relates to
graduation?

* What is the relationship between course taking patterns and
college outcomes?



Presenter
Presentation Notes
Going back to our example of differential graduation outcomes, diagnostic analysis can help us determine why certain behaviors or patterns are related to higher rates of completion. Something we can look at is how taking certain courses in a certain order can increase the likelihood of graduating.


Example of Diagnostics Analytics

S\eep

Sleep Score

Use your heart to reveal
the quality of your ZZZs

Fitbit trackers and watches use your sleeping
heart rate, movement and more to measure your
time spent in each sleep stage and give you a
personalized Sleep Score that shows how well you
slept. Plus, view your trends over time in the app,

and see how your stats compare to others.”

Source: www.fitbit.com
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Presenter
Presentation Notes
The next level of analytics is predictive analytics. Predictive analytics is employed to determine what will happen next based on similar historical patterns of data and their outcomes.


Predictive Analytics
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Presenter
Presentation Notes
Predictive analytics is a proactive approach that allows an organization to anticipate the possibility of an outcome before it happens. The prediction can be based on an aggregate outcome, such as the overall percent of students that will graduate. Or we can predict down to an individual record, such as will a particular student graduate. The scale of predictive analytics can be based on a couple hundred records to hundred of thousand records.


Predictive analytics applied to student success

* Which applicants would do well at our institution?

* Which math course would a particular student succeed
in?

* Which students are most likely to not be enrolled after
one year, two years, etc.?

* Which students are most likely to graduate in four
vears?



Presenter
Presentation Notes
We saw from the first graph we saw on graduation rates that there are certain groups that can fall below the average. Diagnostic analytics told us what behaviors and actions are related to graduation. Predictive analytics can allow us to then identify the specific students who have a higher likelihood of graduating. To have a robust model that has a higher predictive power, thousands of records must be analyzed.


Example of Predictive Analytics
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Levels of analytics

How can we
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What will
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Gartner Analytic Ascendancy Model (2012)


Presenter
Presentation Notes
Lastly, we move on to prescriptive analytics where statistical models are aimed to tell us how we make something happen.


Prescriptive Analytics

* Prescriptive analytics utilizes historical data patterns
and outcomes to provide recommendations for a
current situation

* Prescriptive analytics are often used to provide
consumer recommendations for next steps, or to help
inform decisions or strategies within the organization

* Large data sets and sophisticated analytic techniques
are required for prescriptive analytics



Presenter
Presentation Notes
Using thousands of records, prescriptive analytics utilizes historical data patterns and outcomes to provide recommendations for a current situation. Prescriptive analytics can be helpful to a consumer as it can provide a recommendation for a next step. As I mentioned, large data sets and sophisticated software are needed to conduct prescriptive analytics.


Prescriptive analytics in higher education

* Recommending certain courses to students during a
student’s registration period

* Automatically trigger advising or tutoring appointments

basec

on course attendance, engagement, and grades

e Send

nersonalized messaging to students based on

patterns of behavior and transactions




Example of Prescriptive Analytics

Because you watched Stranger Things

AMERICAN
AORROR STORY

e I
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Presenter
Presentation Notes
Many of us are familiar with services such as Amazon or Netflix providing us recommendations on what to buy or watch next. This is based on hundreds and thousands of records from other people who have similar tastes and preferences as you, your interactions with the service, and can even take into consideration things like the time of the day, your current browsing history, location, device, etc.


What is the highest level of analytics employed by your
organization?
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Presenter
Presentation Notes
Now that we’ve taken a deep dive through analytics, I’m curious to learn more about the analytics that your current organization is employing. Please select the highest level of analytics. Or, if you’re currently not with an organization, you can select the one that you’re most familiar with.


Big Data

* Big data is the collection of
extremely large sets of
information from various sources
that is constantly streaming in and
out

* Sophisticated software and
analytical methods are required to
examine trends and patterns



Presenter
Presentation Notes
The reason I went through the various types of analytics is to demonstrate that to conduct those types of analyses, especially the more complex, it requires the use of large data sets. Big data is the collection of extremely large sets of information from various sources that is constantly streaming in and out.  Big data is not something that can be handled with something like Excel. Big data requires the technology to collect, store, and analyze data.

Excess of a terabyte of data stored.


The amount of data at a college campus is endless
S M
@ %



Presenter
Presentation Notes
Going back to the example of data analysis at a college campus, if we stop to think about all the data that is collected, the sources are vast. For example, we could build a large database with information when a student visits the gym, is a parent, accesses a building, connects to wifi, who are their study partners, if they attended a social event, what books they check out at the library, if they work on campus, when they access their dorm room, if they have a disciplinary record, their social media posts, when they open an email, where they park on campus, if they logged onto the campus app, where they ate on campus, where they are on campus, if they took the bus on campus, their classroom attendance, if they logged into campus services, if they called the help desk, if they’re an athlete, if they visited the campus health center, and if they have an outstanding balance. We collect the vast majority of this information. Having it all stored in a single place and linked together would categorize it as big data.


Data privacy concerns

Big data poses a high risk due to the sheer
amount of personal data collected which
may result in the los of anonymity

Loss of data can lead to reputational harm,
legal action, loss of revenue, disruption of
operations, and regulatory sanctions

Need for oversight, monitoring, and
updating data security and privacy
measures



Presenter
Presentation Notes
With the example from the previous slide, we can see how big data poses a high risk due to the sheer amount of personal data that is being collected. Even if we de-identify the data, anonymity is still hard to guarantee. If there’s a record that has information on a person swiping into a particular building, at a particular time, with a certain IP address, and is connected to their demographics, I’m sure someone can pinpoint exactly who that person is. 

Therefore the risk of losing data, especially big data, can have huge consequences such as reputational harm, legal action, loss of revenue as consumers may not utilize your services any longer, disruption of operations as you work to identify the cause and fix, and lastly regulatory sanctions.

There is a constant need for oversight, monitoring, and updating data security and privacy measures. The least amount risk is where there is less sensitive data, limited access, and lots of protection. With big data, organizations need to up the game to guard this valuable resource.


Data privacy concerns, continued

* May grow consumer’s mistrust of the organization
with the collection of a significant amount of personal
information, especially if it’s not disclosed

 Regardless of analytic level and even if data is de-
identified, anonymity is not always a guarantee

* Education and training must be routine and constantly
evolving



Presenter
Presentation Notes
As consumers start to learn about how an organization is collecting a significant amount of personal information, they may begin to grow mistrust of the organization, especially if its not disclosed, or if they are not happy with what is being done with the data.

I also wanted to point out regardless of analytical level, anonymity is not always a guarantee. Let me give an example. I can put together a table that shows based on a starting group of students how many graduate. If I breakdown that table to view the information by major, then by gender, then by race/ethnicity, there may be a chance that we would be able to identify a particular person. For example, overall at the institution, the American Indian population is typically small. Once I disagreggate by major and gender, the counts of American Indian students can be as small as one person.

This leads to my next bullet, where education and training across the organization is needed and must be routine and constantly evolving with the times and technology available. Educating staff on how to handle data and keeping data secure is needed at all levels.


What do you feel is the top data privacy concern for
your organization?

 Data breaches

* Accidental exposure

 Exponential data growth

 Compliance with laws and regulations

 Data governance, including data oversight and policies
e Ethical use of data

 Unsure/Other



Presenter
Presentation Notes
Time for another poll. As we learned about big data and some of the privacy concerns, what do you feel is the top data privacy concern for your organization? If you’re not currently at an organization, what do you feel should be the top privacy concern for an organization?


Additional concerns and considerations

 Complex analytic models are not completely accurate,
can be biased, may be based on inaccurate data, and
may not include all the necessary data

 Predictions do not define a consumer; for some
industries, it should in no way impede access

e Signals to consumers takes away autonomy and can
discourage them from taking certain paths



Presenter
Presentation Notes
Beyond data privacy and security, there are other considerations that need to be made when employing analytics. Starting at diagnostic models to prescriptive models, which aim to explain and predict, human behavior can never be explained or predicted with 100 accuracy. The statistical models built may be biased, even how the data is collected. The assumption is that the data collected is accurate, but that may not always be the case. Lastly, there’s always data out there that is not being captured and included in statistical models.

Another concern is how predictive and prescriptive analytics are going to be used. Predictions should not define a consumer and in should no way negatively affect a consumer. For example, in education, we don’t want a predictive outcome of a student impede them from gaining access. Additionally, with prescriptive analytics, we also hope that organizations take into account any harm they may be doing. We’ve seen this play out in the media on how social media algorithms can influence individuals by feeding certain content to their accounts. One example from last year is how Instagram promoted weight-loss content to individuals with eating disorders. In higher ed, examples would include dissuading students from a certain major because we predict that they may be better in another major.


Concerns and Considerations, continued

Being mindful of diversity, equity,
and inclusion of minoritized
populations throughout the data
analysis process, but also in relation
to data privacy

Data never tells the entire story


Presenter
Presentation Notes
A huge consideration for the work that I do is being mindful of diversity, equity, and inclusion of minoritized populations throughout the data analysis process. For example, are we collecting data in a way that is inclusive of the experiences of minoritized or marginalized populations? How are we communicating to these populations? Are they aware of their data privacy rights? And so much more.

Lastly, we always have to be mindful that data never tells the entire story. Organizations often run focus groups, interviews, or conduct case studies to gain a deeper insight into what data may be saying. This last point also circles back to previous points where data can be inaccurate, not included, biased, or unable to explain something with 100 percent confidence.

 


How to move forward

Data governance

Data ethics standards
Data security policies
Fducation and training

nfrastructure investment

e Consumer disclosures



Presenter
Presentation Notes
Now that we’ve learned about data analytics, how big data fits in, privacy and security concerns, along with some other concerns, how can organizations move forward? In this final section of the presentation, we’ll learn more about data governance, data ethics standards, data security policies, educational and training, infrastructure investment, and consumer disclosures.


Data governance

* Typically, a collection of individuals from across the
organization that develop internal standards and
nolicies pertaining to data

* Examples include data definitions, type of data that will
e collected, what the data will be used for, how it will
e protected, etc.



Presenter
Presentation Notes
Having a data governance body at an organization can be helpful as they shape the policies for managing data. Typically a data governance committee includes individuals from across the organization, and can include consumers as well. Data governance can oversee and define policies on areas such as how data will be defined, the type of data that will be collected and how and where, how will the data be used, or the type of analytics that will be conducted, to how will data be protected and the education and training needed for staff.


Standards in data ethics

 Ethical considerations for collecting, handling,
analyzing, reporting, interpreting, and archiving data

e Data governance committees are often involved with
developing data ethics standards

e Can be included in consumer disclosures



Presenter
Presentation Notes
Ethical considerations for collecting, handling, analyzing, reporting, interpreting, and archiving data can also be defined and shaped by a data governance committee. Furthermore, including these standards in consumer disclosures can help build transparency and trust, especially as consumers are worried about the vast amount of information that is being collected on them.


Data security policies

* Wide ranging, including policies relating to users and
technology

* Typically includes auditing policies, access control
management, incident reporting, system security,
vulnerability scans, etc.

* Build a culture where everyone sees data security as
part of their responsibility as well



Presenter
Presentation Notes
In addition to adhering to required data security and privacy policies set by external agencies, organizations should have in place their own data security and privacy policies. Again data governance committees can help shape and define these policies that can include auditing policies, access control management, incident reporting, etc.

Having these policies in place is one thing, but what is also important is ensuring that these policies are known and adhered to. This is where building a culture where everyone sees data security as part of their responsibility can help protect the organization and their consumers.


Education and training

* Educating staff, top to bottom, on data handling,
orivacy, and security.

* Keeping abreast on new technologies available for
collecting and analyzing data, data security, and data
privacy

* Routine skill development on new technologies



Presenter
Presentation Notes
This leads to education and training. Everyone at an organization should receive education and training on how to handle data, data privacy, and security. This can help prevent any breaches or accidental loss of data. Education and training should be routinely conducted and tailored to the role of the staff member.

Keeping abreast on new technologies available for collecting, analyzing data, data security, and data privacy should also be routine. There are always advances in technologies, as well as new vulnerabilities from attacks. Being aware of the latest and greatest can help you better defend your data.

As new technologies become adopted, ensuring that staff are trained is the next step.




Infrastructure Investment

* Big data analytics and data privacy require investment
in resources such as skilled personnel, professional
development programs, physical and cloud technology

* Requires taking stock of where you’re at and where you
want to be

* With constantly evolving and new technologies,
investments are continual as well



Presenter
Presentation Notes
Data privacy and security require an investment in skilled personnel, education and training, as well as technology. Utilizing big data would understandably increase that investment to ensure that you have the technology in place that can handle the volume, analyses, and the skilled personnel that can make it all work. 

Strategizing on where you want your organization to be and your current state will help identify the infrastructure investment needed. And just note that investments are continual as there is always evolving.


Disclosure

e Data usage, privacy, and security policies followed by
the organization

* Disclose to consumers the type of data that is being
nen it is being collected, how it’s being
nat will be done with the data, how the
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Presenter
Presentation Notes
Lastly, data usage, privacy, and security policies followed by the organization should be disclosed. There are policies required by external organizations, but those are the bare minimum. Again by disclosing to consumers the type of data that is being collected, what is being collected, how its being collected, etc. will help build trust and transparency with your consumers.


Based on today’s session, which area do you plan to
explore further?

* Data governance

* Data ethic standards

e Data security policies and procedures
* Education and training

e Infrastructure investment
e Consumer disclosure
e Unsure/Other



Presenter
Presentation Notes
As we wrap up the presentation, I hope what was covered today was helpful in expanding your awareness and knowledge of big data and associated privacy concerns.  We’re at the last poll of the day. Based on today’s session which area do you plan to explore further?




Presenter
Presentation Notes
Thank you for your time today. I’ll conclude with a final quote. Larry Ellison who is chairman, chief technology officer, and cofounder of Oracle is quoted as saying “Once the business data have been centralized and integrated, the value of the database is greater than the sum of preexisting parts”.  With the rise of big data across all organization, this makes this quote even more imperative. The work that you all do to contribute to data privacy and security in your organizations is invaluable.


Questions
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