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Breaches




About Me

Cybersecurity expert with 20+ years securing
Fortune 500 companies like Goldman Sachs,
Pfizer, State Farm Insurance, EA Sports and
Warner Bros.

Founder of Careful Security, helping clients
achieve robust cybersecurity through incremental
improvements and expert oversight.

Author of "CISO Wisdom: Cybersecurity
Untangled”




Poll #1

Whatis th . :
atis the number one Credential compromise
cyberattack vector?

Security vulnerabilities

Social Engineering attacks



Answer #1
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Figure 1. Select ways-in enumerations in non-Error, non-Misuse breaches
(n=6,963)

Source : Verizon Data Breach Report 2024



How do credentials get compromised?

C re d e ntl a lS * |AB (Initial Access Broker) selling creds in the dark

web

* Publicly disclosed password dumps from data
breaches.

* Userreuse passwords for corporate accounts

Question

* How many people know 5 passwords?

SR S » How do you share passwords with others?

Selling accesses to network, administrator rights, full control.

Solutions

Here are list of some accesses, have more, available upon request

o ok * Attack Surface Monitoring — Check for breached password
BESN.gov.l@ - 10k . . 8

Junior Member my_;‘;“ e * What can organizations do proactively

18.com - 18k

R TS o Change Service account passwords
Threads: 10 . o o

Reputation: 0 NNSRN—— ie.com - 5k o Privileged Account Management

Level: 5 [T T T &1 [EEEERESEEment.com - 10k

Total Points: 43 msmE¥only.com - 10k o Remote Access/Shared Passwords

Rank 11 / 116 TR
92% to upload Level

o Executive /HR/Finance Access

Activity 15 / 43
67% to upload your Rank

e = .
Experience o7 el » NIST Update on reducing the frequency of recommended
33% to upload Experience autoNEEERES.com - 1k

R — password change

«“PM ®Fnd o Rate

Careful Security



Poll #2

Based on recent data which industry
has the highest average breach cost?

Industrial

Education

Healthcare

Financial




Cost of a data breach by industry
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Figure 3. Measurad in USD millions

: IBM Data Breach Report 2024



Root Causes for Data Breaches

* United Healthcare Feb 2024 — 2.4 Billion dollars and counting
- Legacy Application /Lack of MFA

e AT&T, March 2024 — 110M AT&T customers
- Old Data/Supply Chain /Insecure Configuration

e 23 & Me Oct 2023 - 6.9 million people
- Credential Stuffing attack /Lack of MFA

e MGM Data Breach Sep 2023 — 110 million dollars
- Social Engineering

N hite House official says insurance companies mt op funding ransomware pavmern


https://therecord.media/cyber-insurance-ransomware-payments-anne-neuberger-op-ed

Hindsight 2020

o AT&T:
o Insecure Cloud Configuration/3rd party breach
o Didn't delete old/unnecessary data

* United Healthcare:
o Legacy Application / Lack of MFA/Associate organization breach
o Postponed upgrade for a future date

e 23 & Me:
o Insecure design / Susceptible to Brute Force Attack
o Blamed Users / Didn't want to affect user experience



Poll # 3
Which movie had the following quote?

"The things that you own
end up owning you"
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Batman: The

Pulp Fiction Dark Knight Fight Club The Matrix




Careful Security

Cost of Old




Let it GO Careful Security

Organizations capture more data than they need — Client story / LA Fitness

Organizations don't know where their data lies or who can access it
e SaaS-NoRBAC or MFA
e ShadowIT

Al data leakage
Organizations don't delete data
- What if | need it in the future

- No one wants to take the call as they are not sure what the impact might be



Solutions

Only capture and retain the minimum
data

Discover sensitive data, run custom
scripts for effective discovery,
overcome false positives

Create data retention policy and add
data inventory

Enable Security Approval process for
usage of SaaS services by Shadow IT

Inform data owners about Privacy
Rules and Regulations and related
penalties

Careful Security



Where was the breached data stored?

Across multiple types
of environments

39%

On premises

18%

Public cloud

27%

Private cloud 16%
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Figure 34. Share of all breaches

Cost of a data breach by storage location of breached data

Across multiple types

: $4.75
of environments

Private cloud $3.98
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Figure 35. Measured in USD millions

Cost of a data breach for organizations with a high level
versus low level of three cost-amplifying factors
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complexity
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with regulations
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IBM Data Breach Report 2023/2024



Issues faced by
organizations in
Implementing
cybersecurity changes.



Poll #4 - Rank the challenges you face in implementing
security changes in your organization

* Lack of funding
* Lack of management support

* Moved down in the priority list
* Lack of centralized oversight due to work in silos

* Resistance to changing existing practices
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How to overcome organizational resistance

* Lack of funding - Justify funding by explaining business risk, save money by
consolidating security tools, explore native functionalities

 Lack of management support - Less technical jargon, more collaboration and
reporting. Create clear policies and procedures

* Lack of centralized oversight due to work in Silos - Nobody knows what'll break if
we implement security changes - identify dependencies and root cause

* Moved down in the priority list — Create Risk Register and have key stakeholders
accept therisk

* Resistance to changing existing practices - We've always done it this way —
doesn't make it right —understand the root cause and explain the benefits and make
the change as seamless as possible

Careful Security



What does
this iImage
mean to you?




Incremental Changes

 Pareto's 80-20 rules

* Incremental changes — do what you
can today

* Start with backups and disaster
recovery exercises

* Attack Surface Monitoring-

o External Accessibility

o Risk - Likelihood, impact, ease of
exploitability for e.g. RDP without
MFA

o Change credentials if they are
disclosed

O

o N

N\

Careful Securifu




Overcoming
Resistance

Eareful Security

Use Risk Register to track exceptions

Hammer of Compliance Provide a sense of
urgency. Devil | know vs Unknown cybercriminals

Use CIS CSAT to track progress and security gaps

Hire a third party to conduct risk asssessment —
You can't see your own eyelashes. Sometimes an
outsider is taken more seriously than an insider.
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Endpoint Security

Identity and Access Management

Asset Management

Security Monitoring

Vulnerability Management

Data Security

Governance, Risk, and Compliance

Network Security

Security Configuration

Email Security

Security Process Maturity

H 83%

R, 728

| 63%

60%

Risk Tracker 2023

Total
B Closed OIn-Progress BOpen

Security Events

EClosed B Open

Careful Security
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C'SO Thank you! \
WISDOM

* Read our book on Amazon for
tips and tricks

e Contact us for a free
consultation

e Email :
icare@carefulsecurity.com

* Web : carefulsecurity.com

Careful Security


https://www.amazon.com/CISO-Wisdom-Cybersecurity-Sammy-Basu-ebook/dp/B0DF62FHWM/
mailto:icare@carefulsecurity.com
https://carefulsecurity.com
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