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Introduction

David Alexander, Former CISO
Los Angeles Department of Water and Power

Started in LADWP in 1988 as Warehouse Worker
Trained in Electric Station Operations as Operator in 1992
Moved to LAPD as a Storekeeper in 1995 in Automotive and Capital Equipment

Moved to LAWA in 1997 as IT Helpdesk tech, then network and server engineer
Moved back to LADWP in 2003 as sr. datacenter engineer

Moved to Information Security in 2007 and became Group Lead in 2008
Became Information Security Manager in 2010

Became City of LA inaugural CISO in 2014 (Loan Program for one year)
Became inaugural CISO at LADWP in 2017
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Los Angeles Department of Water and Power

‘Culture of corruption’: Former DWP

B An official website of the United States government

== cybersecurity chief gets 4 years in prison

f * United States
~£ Attorney’s Office

Central District of California

il i R gt
Alexander sentenced to 4 years in

prison in bribery scheme

PRESS RELEASE

Ex-LADWP Executive Agrees to Plead
Guilty to Lying to FBI About Agreeing to
Accept Job in Exchange for ‘Guarantees’
to Contractor

o
Tuesday, June 7, 2022
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day’s sentencing was the second for a city official in the federal corruption
e of the DWP and the city attorney’s office. (Richard Vogel / Associated Press)
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The Timeline

This is what happened:

Sep 2013
Billing System
Deployed

Mar 2015
Audit show
$215M missed

Mar 2017
Aventador
Formed

Jan 2019
Contract out
of money

* - My involvement

© 2025 ISACA All rights reserved.

Late 2014
First Class Atty
Retained

Mar 2015
PwC Case
Filed

Jun 2017
$30m no-bid
Contract

Feb 2019 *
SCPPA RFP
Starts

Dec 2014
City sues PwC

Apr 2015
First Class

Filed

Jul 2017
CISO Hired/
Billing Work

Started

Apr 2019 *
SCPPA Contract
Scrapped/
DWP RFP Starts

Aug 2015
First Class

Settled

Sep 2017
SDI

Conducted
Cyber Audit

Jul 2019 *
Job Discussion/
DWP RFP
Scrapped

Mar 2018
Aventador
started Cyber
Work

Oct 2019
PwC Case
Dropped
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The Environment

Obvious

Technology

System States
» Corporate Systems unmaintained
» Patching Levels all over the place
» “Secret” VA Reports partially presented

Environment States
* Power GS — Control System on Internet
» Water Facilities — Data cable in lot
» Corporate Applications — many issues

© 2025 ISACA All rights reserved.

People

Skill Sets of Employees

* Most longer-term staff were CISSP and/or
CISM certified

* New 24/7 SOC; 13 new employees (None
certified)

Skill Sets of Contractors
* DOE Expertise

» Annual Black Hat/Defcon/Derbycon Event
Developers
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The Environment

Discreet
Tone at the Top ™

* Directed to use the following banner on all communications, since 2014:

ATTORNEY CLIENT PRIVILEGED / ATTORNEY WORK PRODUCT / FOR SETTLEMENT
PURPOSES / SUBJECT TO CPRA SECURITY EXCEPTION

» CISO Hiring Directive (report to the Outside attorney)

« GM and Atty very secret about cyber status and why things were so urgent (to everyone,
including me)

» QOutside Atty Directs as Lead for 20 months

» Execs did not like questions and | had started asking
» Executive Staff RFP Directive

Expedience
* Execs Hated the Civil Service Processes

0NC
 Execs Hated Corporate Procurement Processes QG

p sa¢ ISACA.
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The Environment

Personal
July 2018 — Feb 2019

* Told to focus on day-to-day operations only
* Frequently sent to outside meetings and conferences
 Started asking questions about actions, in August 2018

Sidelined in Feb 2019 (Outside Attorney-driven)
 Infosec Team divided; now Chief Cyber Risk Officer (CCRO); Staff reduced from 50 to 15

» Replaced as CISO; though, told to continue performing all CISO-related day-to-day
activities, as new CISO was “Busy” on the big “project”.

Job Future Prospects
* Future “CISO” plans obliterated

* \Wanted my old job back; wanted to please Exec 09C
o P 3¢ |ISACA.
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The RFPs

Why??7? Aventador burned through a 3-year $30+M contract in about one year.
GM couldn’t add money... Directed me to work on these RFPs

The SCPPA RFP The LADWP RFP

What was it: An “Enabling” Agreement for What was it: An “Enabling” Agreement for over
about $70M; Task Order Mini-bid $75M; Task Order Mini-bid

How it worked: This contract established five How it worked: This contract established five
“pre-approved” bidders for “Task Orders”. “pre-approved” bidders for “Task Orders”.
Timeline: February to April Timeline: April to July

What did | do: Ensured that the desired What did | do: Ensured that the desired
vendor was one of the five “approved” vendor was one of the five “approved”

vendors. vendors.

Why 2 RFPs? The Mayor told our GM that we were not allowed to P
use the SCPPA RFP after it was approved.

3¢ ISACA.
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RFP - How

Developing the RFP itself
» Help from Vendor (Unacceptable; Common Practice!!)
« Modelled after other engineering “enabling agreements” used at LADWP nd

Fellow Raters
« SCPAA - 3 Raters (all knew)
- DWP —5raters (3 knew) ™

Why others complied
* (Not everyone involved)
* Culture of go-along

3¢ ISACA.
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The “Job Offer”
Occurred Thursday before Search Warrants

Day 1 Day 3
» Lawyer: Asked what | am planning for future jobs? « Lawyer: Check into this RFP for county. Check
- David: Talked about what | was doing. into that one for water district, is it worth bidding?

David: “If | am gonna help on other (Non-DWP)
stuff, | need a laptop (don’t want to use DWP
equipment)”

» David: Mentioned fellow employee suggestion to
work for Lawyer.

« Lawyer: “I'm glad you said that!”

Day 2 Key Points
ay » Driven by Atty (Tone very apparent in recording)

» David: Not gonna work! Big retirement hit! * No real “skin” in the promise (Realized GM was

. Lavy)yer: Can cover |033_9|S! What can you give . planning to give most of contract to him anyway).
me? You gotta cover this! What can you give me? | Strong sense of urgency on his part.

« David: Not contract Admin, can’t promise anything. Strong Leading during conversations

« Lawyer: Can you “influence”? How much? - Played on his knowledge of my needs.
« David: | suppose $280K? Can’t promise, can try. _—
sag ISACA.
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How Easy Would It Be?

When faced with ANY combination
of these pressures, what would
you do?

What would you do if you had all

of this going on?

3¢ ISACA.
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Then the Trouble Came
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Charges

This is what | had to face:

“Full Set”

* Public Programs Bribe — 18 USC 666 (a)(2)

» Material Misinformation — 18 USC 1001 (a)(2) (Interview 1)
« Material Misinformation — 18 USC 1001 (a)(2) (Interview 2)

“‘Plea Deal”
* Material Misinformation — 18 USC 1001 (a)(2)
» “Take Responsibility” for Public Programs Bribe

© 2025 ISACA All rights reserved.
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Defense

What we thought:

“Full Set”
* Public Programs Bribe — We had Imperfect Entrapment
« 2 Counts Material Misinformation — We had no ‘Significant Impact’

If | Had Fought and won on these charges:
« Would have been charged with “Conspiracy to...”

* Would have received maximum sentence (10 years) for “No
Cooperation” and “Going to trial”

3¢ ISACA.
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e———
Sentence DAVID ALEXANDER

INMATE

Sentencing Guideline

“‘Responsibility for Public Programs Bribe”
* 14 Points — Base charge [USSC §2C1.1 (a)(1)(1)]
. 4 Points — Title (“Chief’) Enhancement jussc §2C1.1 (b)(3)]

12 Points — “Could Have Benefitted” Enhancement

(Range between $250,001-$500,0000; based on Transparent California income) [USSC
§2C1.1(b)(2)(2)]
« -3 Points — Acceptance of Responsibility (the Plea Deal) [USSC §3E1 (a) and (b)]

« 27 Points: the sentence range between 78-87 months (60 months statutory maximum; statutory cap at 25 points, then
applied 3-point reduction resulting in 22 points; 41-51 months.)

Recommendations
« Presentence Investigator recommended 48 months with a fine starting at $25,000
« Prosecution asked for 51 months, with a fine at $75,000

Actual — 48 months with a $50,000 fine ISACA
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Consequences

Rate Payers

» Additional Loss of Trust of the Department
» Additional Loss of wasted revenue
« Additional Loss of revenue in delays

* Loss of repair (Billing System still faulty;
Cyber still weak and all findings are now
suspect)

© 2025 ISACA All rights reserved.
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Consequences

City Trust

 “Yet another scandal”

« Citizens lose additional faith in City
efforts to provide the necessary
services to the citizens

* Undermines my old employees, the other
LADWP, and City Employees who are really
trying to do the right thing

3¢ ISACA.
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Consequences

Household

« The Search Warrant

My Family is embarrassed

« They are confused as to what/why

ONC
0JV
(dlale)
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Consequence

Immediate Family

e Scared and unsure what to do

« Trying to understand and support

« Distance a challenge

ONC
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Consequence

Extended Family and Friends

« They are not sure what is going on

« Unable to give details to them

» Confused about news reports and real details

ONC
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Consequence

Professional and Network damaqge

* Any local professional is aware of news
(hit or miss)

* Any non-regional is usually unaware

« Ghosting (the plague)

© 2025 ISACA All rights reserved.
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Consequence

Social Intent ("They" do want to destroy your life)

* The intent is to destroy any ability to repeat offense
» Purposeful release of information to target reputation, to the public

« System intended to make it difficult to get any action or traction on legal
help

23S ISACA.
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Integrity

* Alot played into what happened and its build up

« At the time, there were many internal and external drivers
that | used to justify actions

Regardless, It Did Not Matter

3¢ ISACA.
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Integrity
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Integrity

While “Inside”, | was able to spend time
observing a federal agency up close.
Interesting Observations:

Accountability
» Daily Operations

 “Policies”

» Corruption/Theft

3¢ ISACA.
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Integrity
Interesting Observations:

Transparency
* Obscured Paperwork

» “Lost” Paperwork
« Paperwork Processing

» Consistency of operation

© 2025 ISACA All rights reserved.
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Integrity
Interesting Observations:
« “Autonomy”

« Laws and Court Order Compliance

« Second Chance Act
* First Step Act
« Sentence Changes

3¢ ISACA.
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Today’s World
What is our view today?

 What happens when:

There are no Controls?

There are no Checks or Balances?
There is no Transparency?

There is no Accountability?

There is no Integrity...

28 © 2025 ISACA All rights reserved.
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Today’s World

DOGE Drivers vis-a-vis LADWP Drivers
Too Many Obstacles
Too Much Control

Cut away the obstacles
In a Hurry.... Why? ™

Slippery Slope
« First Step is an easy one
» Looking back is scary once you start

© 2025 ISACA All rights reserved.
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Interactions of Vendors And Customers

Vendors... What Can You Do When
Interacting with Customers?

* When a Customer “demands” favors...
 Mindfulness of the Customer’s Ethics Rules

« Offering Favors... Feeding the beast...

© 2025 ISACA All rights reserved.
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Interactions of Vendors And Customers

Vendors... What are the potential
consequences?

« With public officials, you can also be
charged! (Nuru Case)

* “In kind”; dealing with “he/she go it,
why not me?”

« What are you really selling? Isn’t your product good
enough to sell itself?
° 232 ISACA.
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Interactions of Vendors And Customers

Customers... What Can You Do When
Interacting with Vendors?

* When a Vendor “offers” favors...

* Mindfulness of Ethics Rules and why
they are in place

 Requesting Favors

3¢ ISACA.
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Interactions of Vendors And Customers
Customers... What are the consequences?
* Integrity...
* Integrity...

* Integrity...

ISACA.
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All Professional Interactions

Where do you take a stand?
Accountability leads to...
Transparency leads to...

Integrity

Remember: The ends do not justify the means...

© 2025 ISACA All rights reserved.
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Personal Lives

Where do you take a personal stand?
 Insurance Claims

» Traffic Accidents

* Driving While Intoxicated

Remember: Integrity is throughout your Life...
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ALEXANDER R

Questions
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